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NEBRASKA ADMINISTRATIVE CODE 
 
Title 47 – DEPARTMENT OF BANKING AND FINANCE 
 

Chapter 8 – RESPONSE PROGRAM FOR A CYBERSECURITY EVENT OR DATA 
BREACH  

 
001 AUTHORITY. 
 

001.01 This Rule has been promulgated pursuant to authority delegated to the 
Director of the Department of Banking and Finance (“Department”) in Neb. Rev.  
Stat. § 8-3031 of the Nebraska Financial Innovation Act (“Act). 
 
001.02 Any terms used within this Rule shall have a definition consistent with the 
definitions contained within Neb. Rev. Stat. § 8-3003 and Neb. Rev. Stat. § 8-101.03.  
In the event of any inconsistency between definitions in these Sections, the Act shall 
control. 
 
001.03 The Department has determined that this Rule is in the public interest. 
 
001.04 The Director may, on a case-by-case basis, and with prior written notice to 
the affected person, require adherence to additional standards or policies, as 
deemed necessary in the public interest. 

 
002 REQUIRED RESPONSE PROGRAM AND NOTICE TO THE DEPARTMENT. 
 

002.01 Digital asset depositories shall have in place a written response program 
detailing the institution’s prescribed method of handling unauthorized access of 
customer information, a data breach, or any other similar event in which the integrity 
of the ledger or structure of an underlying digital asset that is being custodied by the 
digital asset depository is at risk. 

 
002.02 At such time as a digital asset depository becomes aware of an incident 
referenced in this Section 002 of this Rule, the depository must immediately notify 
the Department of the event, and must also review Neb. Rev. Stat. §§ 87-801           
to 87-807 to determine whether the incident may require notification to the Nebraska 
Attorney General and to impacted customers, if any.  In the event that customer 
notification is required, the Department shall be provided with a copy of the notice 
sent to affected customers prior to, or simultaneously with, the customers receiving 
the notice. 

 
002.03 If such an incident would require the filing of any federal required reporting 
or notification, such as a suspicious activity report, a copy of any such reporting or 
notification must be timely delivered to the Department. 


